[NOKYMEHT NOAMUCAH
SNEKTPOHHOM MOAMMCHIO

Cepruducar: 01D7CBOFE3F744E00000000638100002
Bnageneu; HOY "TUMHA3WS 555°
Reficranenen: ¢ 27.10.2021 A0 27.10.2022

PEKOMEHJALIHMHA I1O COCTABJIEHHIO JOKYMEHTA, OIIPEAEJIAIOIIMEIO
IHOJIMTUKY OIIEPATOPA B OTHOLIIEHNU OBPABOTKHU ITEPCOHAJIBHBIX
JAHHBIX, B IIOPAIAKE, YCTAHOBJIEHHOM ®EJEPAJIBHBIM 3AKOHOM OT 27
NIOJIA 2006 TOHA Ne 152-®3 «O IEPCOHAJIBHBIX JTAHHBIX»

1. Hacrosmue Pexkomenmanuu pa3zpaboTaHbl B IENAX BbIPAOOTKH YHUGDHUIIMPOBAHHBIX
MOJIXOJIOB K CTPYKType U hopMe TOKYMEHTA, OMPEISISIFOIIET0 TOJUTHKY OlepaTopa B OTHOIICHUU

00paboTKM epCOHANBHBIX JaHHBIX (Hanee — [TomuTuka).

2. OcHOBHBIE MTOHATHS, UCIIOJIb3yeMble B PexomMeHmanusx:

—  TIEpCOHAIBLHBIC JaHHBIC — JIF00ast MHPOPMAIUs, OTHOCSIIASICS K MPSIMO WM KOCBEHHO
OTpeieIEcHHOMY WX onpeesieMoMy (hru3ndeckoMy JTuIly (CyOBEeKTY MepCOHaNbHBIX IAHHBIX);

— omeparop TEPCOHAIBHBIX JAaHHBIX (OMeparop) — TOCYIJapCTBEHHBIH  Opra,
MYHHIIMITAJTILHBIA OpTaH, IOPUANYECKOe WM (PU3UIeCKOe JIUI0, CAMOCTOSTEIIBHO HIIM COBMECTHO C
JPYTHEMH JIUIIAMU OPTaHU3YIOIIKE U (MIJIN) OCYIIECTBISIoNe 00paboTKy MepCOHATBHBIX JaHHBIX, a
TaK)Ke ONMpEENAIONINe e 00paboTKH MEPCOHANBHBIX JaHHBIX, COCTaB IMEPCOHATBHBIX JTaHHBIX,
MoIeXKANTMX 00paboTKe, ACHCTBUS (OTIEpaIliK ), COBEPIIaeMbIC C TIEPCOHATILHBIMU JaHHBIMH;

— 00pa0oTka MepcoHaNbHBIX JAHHBIX — JII000€ AelicTBUE (omepalysi) Uil COBOKYITHOCTb
neiicTBuil (omeparnuii) ¢ MepCOHANBHBIMU JaHHBIMH, COBEPIIAEMbBIX C HCIIOJIIb30BAHUEM CPEICTB
aBTOMaTH3aIMu WK 0e3 ux ucnoyib3oBanusi. OOpabOTKa MEPCOHATBHBIX JAaHHBIX BKJIIOUAET B ceOH,
B TOM YHCJIE:

- cbop;

—  3aIlHCh;

—  CHCTEeMAaTH3aIuIo,

—  HaKOIUICHHE;

—  XpaHEHWUE;

— yrouHeHue (0OOHOBJICHUE, H3MEHEHHE);
—  U3BJICYCHUE;

—  HCIOJL30BaHUE;

— mepenadvy (pacupocTpaHeHue, IPeI0CTaBICHUE, TOCTYM);
— o0e3nn4uBaHue;

—  OIIOKHpOBaHHUE;

—  yHajeHwue;

- YHHUYTOKCHHC.



—  aBTOMAaTHM3UpPOBaHHas 00pabOTKa MEPCOHAIBHBIX JAaHHBIX — 00pabOTKa MEPCOHATBHBIX
JAHHBIX C IOMOIIBIO CPEJICTB BHIUUCIUTEIbHON TEXHUKY;

—  pacIpoCTpaHEHHE NEPCOHAJIBHBIX JaHHBIX — JAEWCTBUS, HANpPaBICHHbIC HA PACKPBHITHE
MEPCOHAIBHBIX JAaHHBIX HEOMPEEIIEHHOMY KpPYTY JIUIL;

—  TPENOCTaBICHUE NEPCOHAIbHBIX JAaHHBIX — JIEHCTBUS, HAIIPaBJIIEHHBIE Ha PACKPBITHE
MEPCOHAIBHBIX JaHHBIX OMPEIEICHHOMY JIUILY WIH ONPEICIIEHHOMY KpPYTY JIUIL;

— OJIOKMpOBaHHME TEPCOHAIBHBIX JaHHBIX — BPEMEHHOE IpeKpameHne o0paboTKu
NEPCOHANBHBIX JaHHBIX (32 UCKIIOUEHHEM CIIydaeB, eciiu 00paboTka HeoOXoauMa JUIsl YTOUHEHUS
MIEPCOHANIbHBIX JIAHHBIX );

—  YHHUYTOXXEHHE MEPCOHAIbHBIX JAaHHBIX — JIEUCTBUS, B PE3yJIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOXXHBIM BOCCTAHOBUTH COJIEp’KaHHE MEPCOHANBHBIX JaHHBIX B MH(OPMAIIMOHHON CHUCTEME
MEPCOHANBHBIX JTAaHHBIX U (WJIKM) B pe3ylibTaTe KOTOPBIX YHUUYTOXKAIOTCS MaTepuaibHble HOCUTEIU
MEPCOHANBHBIX JTaHHBIX;

— o0e3nuuMBaHME NEPCOHAIBHBIX JAHHBIX — JEUCTBUS, B pe3yibTare KOTOPBIX
CTAaHOBHUTCA HEBO3MOXXHBIM 0€3 HCIHOJIb30BaHUS JIOTOJHUTENBHOM HWH(POPMAIMN OMPEIeIUTh
NPUHAIIEKHOCTh TIEPCOHANBHBIX TaHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATBHBIX JAHHBIX;

— uH(pOpMAIOHHAS CUCTEMa MEPCOHANBHBIX JaHHBIX — COBOKYITHOCTH COJEPKAIIUXCS B
0a3ax JNaHHBIX INEPCOHAJIBHBIX JAHHBIX M OOECHEUMBAIOIIMX UX O0O0pabOTKy HH(YOPMAIMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPE/CTB;

— TpaHCTpaHMYHas Nepeaaya MepcoOHAIBHBIX JAHHBIX — Mepeaya MepcoOHANbHBIX JaHHBIX
Ha TEPPUTOPUI0 HMHOCTPAHHOIO TOCYJIapcTBAa OpraHy BJACTM HWHOCTPAHHOIO TOCYyIapcTBa,

HHOCTpAaHHOMY (1)I/I3I/I‘-ICCKOMy JIMIy WA UHOCTPAHHOMY IOPUJINYCCKOMY JIMILY.

3. B IlomuTtHKy pekoMeHIyeTcsl BKIIOUUTH CIEAYIOINE CTPYKTYPHBIE KOMITOHEHTHI:

3.1 OO6mue nonoxxeHus

B ykxazaHHOM pa3zene peKOMeHyeTcs onucarh Ha3HaueHue [lonuTruky, a Takke BKIIOUNTH
OCHOBHbIE TIOHSTHS, UCTIOJIb3yeMbIe B Hell (00paboTka MepCOHANBHBIX IaHHBIX, OIEpaTop, CyOBEKT
MEPCOHAIBHBIX JIaHHBIX, KOH(QUACHIMAIBLHOCTh IEPCOHAIbHBIX JAHHBIX U T.J.), MEPEUUCIUTH
OCHOBHBIE ITpaBa U 0053aHHOCTH OMepaTopa U cyObeKTa (OB) MEPCOHATIBHBIX JaHHBIX.

3.2 llenu cOopa nmepcoHabHBIX TaHHBIX

O06paboTka MEpCOHATBHBIX JAHHBIX JOJDKHA OTPAHUYMBATHCS JIOCTUKEHHEM KOHKPETHBIX,
3apaHee OIpe/eTeHHbIX U 3aKOHHBIX Leiei. He momyckaercs o0paboTka mepcoHaIbHBIX AAHHBIX,

HECOBMECCTUMaAs C NECIISIMU c60pa NEPCOHATIBHBIX JTAHHBIX.



enn 00pabOTKM MEpCOHANBHBIX AAHHBIX MOTYT NPOMCXOJIWTH, B TOM YHUCIE, U3 aHAINU3a
MPABOBBIX  aKTOB, PEIVIAMEHTUPYIOIIUX  JEATCIILHOCTh  oOmeparopa, Ieneld  (akThuuecku
OCYILECTBIISIEMOM OMEpPaTOpOM JACSATEIBHOCTH, a TAKXKE JEATEeIbHOCTH, KOTOpas IpeaycMOTpeHa
yUpEAUTEIbHBIMA JOKYMEHTAMH OIepaTopa, M KOHKPETHBIX OH3HEC-IPOIECCOB oOleparopa B
KOHKPETHBIX ~ HMH(OPMALIMOHHBIX CHUCTEMaX NEPCOHAIBHBIX JAaHHBIX (IO  CTPYKTYpPHBIM
MoJIpa3IelIeHUsIM OTiepaTopa U UX MPOIeypaM B OTHOIICHUHN OMPEACIICHHBIX KaTerOpuii CyOBEeKTOB
MEPCOHAIIbHBIX TAHHBIX).

3.3 IIpaBoBbic OCHOBaHMS 00PaOOTKH MEPCOHATBHBIX JaHHBIX

[IpaBoBbIM OCHOBaHHEM OOpPabOTKM TMEPCOHANBHBIX JAHHBIX SBISETCS COBOKYIHOCTH
MIPaBOBBIX aKTOB, BO UCIIOJIHEHUE KOTOPHIX U B COOTBETCTBUH C KOTOPHIMH OIEPATOP OCYIIECTBIISAET
00paboTKy MepCOHATBHBIX TaHHBIX.

B xkadectBe mnpaBOBOr0 OCHOBaHUS 00paOOTKM TEPCOHATBHBIX JAHHBIX MOTYT OBITh
yKa3aHbI:

— (enepanbHBIC 3aKOHBI M TPUHATHIE HA WX OCHOBE HOPMATHMBHBIC IPABOBBIC AKTHI,
pEryJIupyolre OTHOIICHHUS, CBA3aHHBIE C JESATEIbHOCTHIO OMepaTopa;

—  yCTaBHBIE JIOKYMEHTHI OII€paTopa;

—  JIOTOBOPBI, 3aKJIF0YAEMbIE MEXKY OMEpaTOPOM U CyOBEKTOM MEPCOHAIBHBIX TAHHBIX;

— coracue Ha 00pabOTKy TMEpCOHalIbHBIX JaHHBIX (B CiIydYasX, TMpsSMO He
MPEAYCMOTPEHHBIX  3aKOHOJATeNbCTBOM  Poccuiickoii  ®Penepann, HO COOTBETCTBYIOIIMX
MOJIHOMOYHSIM ONEPaTopa).

®enepanpubiii 3akoH 0T 27.07.2006 Ne 152-®03 «O mepcoHaNbHBIX JaHHBIX» HE MOXKET
CIY>KUTh TIPABOBBIM OCHOBaHHWEM OOPaOOTKH IMEPCOHAIBHBIX JAaHHBIX OMEPATOPOM, IMOCKOIBKY
yKa3aHHBIN 3aKOH PEeryiupyeT OTHOIIEHHS, CBSI3aHHBIE C 00paOOTKON MEepCOHATbHBIX NAHHBIX, a
TakKe 3aKperuiseT TpeOOBaHHUS, MPEAbSBISIEMbIE K OmepaTopaM MpU 0O0pabOTKe MEepCOHAIBHBIX
JTAaHHBIX.

3.4 O0beM u KaTeropuu 0OpabaTHIBAEMBIX MMEPCOHAIBHBIX JTaHHBIX, KATETOPUU CYOHBEKTOB
MEPCOHAIBHBIX JaHHBIX

Copepxannie 1 00beM 00pabaThIBaeMBIX IEPCOHAIBHBIX TAHHBIX JOJKHBI COOTBETCTBOBATH
3agBIeHHBIM 1esM® 06paboTki. OOpabaTeiBaeMble MEPCOHATBHBIE JAHHBIE HE JODKHBI OBITh
M30BITOYHBIMY IO OTHOIICHHIO K 3asBJICHHBIM IIEJIIM UX 00pabOTKH.

K kareropusiM cyOBEKTOB MEPCOHATBHBIX TAHHBIX MOTYT OBITH OTHECEHBI, B TOM YHUCIIE:

— pabOTHHUKH omepaTopa, ObIBIIME PAOOTHHUKH, KaHIUAATHl HA 3aMEIIEHUE BaKaHTHBIX

HOH)KHOCTCﬁ, a TaKKC pOJACTBCHHUKHA paGOTHI/IKOB;
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—  KJIMEHTHI U KOHTPAreHTHI orepaTopa (hu3uvecKue JInIa);

—  TpeacTaBUTENN/pabOTHUKHU KJIMEHTOB M KOHTPAreHTOB oreparopa (IOpUAUYECKUX JIUIY).

B pamkax kaxaoi u3 kareropuil cyOBEKTOB M IMPUMEHHUTEIHHO K KOHKPETHBIM IIEJIIM
PEKOMEH]IyeTCsl IEPEYUCIIUTh Bce oOpadaThiBaeMble ONIEPATOPOM IMEPCOHATIbHBIC TAHHBIE, a TAKKE,
€CIi TPUMEHHMO, OTJAEIbHO OIKCaTh BCE Clydad OOpabOTKM CHEeNHalIbHBIX KaTeropui
MEPCOHAIBHBIX JAHHBIX K OMOMETPUYECKHIX MEPCOHAIBHBIX JTaHHBIX.

3.5 Tlopsinok u ycinoBust 00pabOTKH MEPCOHATBHBIX JaHHBIX

B nanHOoM pasnmene pexkoMeHAyeTcs yKa3blBaTh IEpeyYeHb JEWCTBUM, COBEPIIAEMBIX
OIIEpaTOPOM C IEPCOHAIBHBIMM JAHHBIMU CYOBEKTOB, a TAaKXE MCIIOIb3YyEMbIE ONEPATOPOM
Croco0bI 00padOTKH NEPCOHANBHBIX JTaHHBIX M CPOKU 00paOOTKH MEPCOHATBHBIX TAHHBIX.

B cnydae HeoOXoauMOCTH B3aUMOJICHCTBUSL C TPETbUMH JIUIIAMH B pPaMKax JOCTHKEHUS
nened oOpabOTKM TMEepCOHANBHBIX JAaHHBIX PEKOMEHIYETCs YKa3blBaTh YCJIOBUS Iepeadu
MEPCOHAIBHBIX JIAHHBIX B aApeC TPEThbHX JHUI[ (HAIpHUMEp, HAIMYUE JOrOoBOpa MOPYYCHHUs Ha
06pabOTKy MepCOHANBHEIX JAHHBIXZ), B TOM UHCJE, HAXOASIIMXCA 3a TpedenamMu Poccuiickoit
OQenepann  (TpaHcrpaHuuHas mnepeaaya). llpu 3ToM pekoMmeHayeTcs YKa3aTh KOHKpPETHOE
HAUMEHOBAHHE M MECTOHAXOXKJEHHE COOTBETCTBYIOIIMX TPETHUX JIMIL, €I OCYIIECTBISEMON
(TpaHCcrpaHMYHOI) mepenadn, 00beM IMepeiaBacMbIX MEPCOHATIBHBIX JTAHHBIX, MEPEYCHb JICHCTBUIl
no ux 00paboTKe, CMOcOObl M WHBIE YCIOBUS OOpaOOTKH, BKJIOYAash TPEOOBaHUS K 3aIllUTe
00pabaThIBaeMbIX MEPCOHATBHBIX JAHHBIX.

Kpome Toro, omeparop BmpaBe mepefaBaTh MEepCOHANIbHbIE NaHHbIE OpraHaM JO3HAHHS U
CJICJICTBUS, NHBIM YIIOJTHOMOYEHHBIM OPTaHaM 110 OCHOBAHHSIM, TIPEyCMOTPEHHBIM JCHCTBYIOIIUM
3aKoHOAarenbCcTBOM Poccniickoit denepanum.

Taxke  pekomeHayeTcs  yKa3blBaTh  CBEIACHHA O  COONIOJEHMH  TpeOoBaHUI
KOH(UICHIIMATFHOCTA TIEPCOHANBHBIX JAAHHBIX, YCTAHOBJIEHHBIX CT. 7 DenepanbHOro 3akona «O
NEPCOHATBHBIX JAHHBIX», a TaK)Ke HH(OOPMAIHIO O IPHHATHH OMIEPATOPOM Mep, PETYCMOTPEHHBIX
4.2 ct. 18.1, 4. I cT. 19 @enepanpHoro 3akoHa «O NepcoOHaNbHBIX JAaHHBIX).

VYcnoBuem mpekpaiieHuss 00padOTKH MEPCOHATBHBIX TAHHBIX MOXKET SIBJISTHCS JOCTHIKEHUE
neneii 00paboTKM TEPCOHANBHBIX MaHHBIX, HWCTEUYCHHWE CpOKa ACHCTBHSI COTJIACHS WM OT3BIB
cornacus cyObeKTa MepCOHANBHBIX JAHHBIX HAa 00pa0OTKYy €ro MepCOHANbHBIX JAHHBIX, a TaKKe
BbISIBJICHHE HEMTPaBOMEpHOU 00pabOoTKM NEPCOHANbHBIX JaHHbIX.

XpaHeHHe NMePCOHAIbHBIX JAaHHBIX PEKOMEHIYETCSI OCYLIECTBIIATh B (hopMe, MO3BOJISIONIEH
OTIpeNIeNIUTh CyOBEKTa MEPCOHANBHBIX JaHHBIX HE JIOJIBIIE, YEM 3TOTO TPeOYIOT Leian o0paboTKu

NEPCOHATIbHBIX IOAaHHBIX, KPOMC CJIy4acB, KOrJla CpOK XpaHCHHA IICPCOHAIBHBIX JAdHHBIX HC

24, 3 ¢ct. 6 Ne 152-®3 «O nepcoHaNbHBIX JaHHBIX»



yCTaHOBIIEH (pelepalbHbIM 3aKOHOM, JIOTOBOPOM, CTOPOHOW KOTOPOTO, BBHITOJONPHOOpETaTeneM
WIN TIOPYYHTENIEM IO KOTOPOMY SIBJISIETCSI CYOBEKT NEPCOHAIBHBIX JaHHBIX.

PeKoMeH TyeTcs yKa3bIBaTh CPOKH® XPaHEHHUS EPCOHATBHBIX JAHHBIX.

[Ipu ocyuiecTBICHUU XpaHEHUS TIEPCOHANBHBIX JaHHBIX ONEPATOP MEPCOHAIBHBIX JaHHBIX
00s13aH MCIOJB30BaTh 0a3bl MAHHBIX, HaXOHslIMecs Ha Tepputopuu Poccuiickorr denepanuu, B
COOTBETCTBUHU C 4. 5 cT. 18 denepanbHoro 3akona "O nepcoHanbHbIX JaHHBIX'".

Pexomenayercsi yka3pIBaTh MUHBIE YCIOBUS XpAaHEHUS ITEPCOHABHBIX JAHHBIX, B TOM YHUCIIE,
npu 00pabOTKe MEPCOHANBHBIX JIAaHHBIX 0€3 MCIIOJIb30BaHMSI CPEJICTB aBTOMATU3AIUH.

3.6 Axkryanmu3zanus, WCIpaBICHHE, yNAICHUE W YHUYTOXKEHHE IEPCOHAIBHBIX JaHHBIX,
OTBETHI Ha 3aMPOCHI CyOBEKTOB Ha JOCTYII K IEPCOHAIBHBIM JaHHBIM

B caywae monrBepxaeHuss ¢dakTta HETOYHOCTH  TEPCOHANBHBIX  JaHHBIX WX
HEMPABOMEPHOCTH WX 00paOOTKHM, TMepCOHAJIbHBIC JaHHBIC TOJISKAT UMX aKTyaJlu3aluu
0IepaTopoM, a 06paboTKa JOIKHA ObITh MPEKPaleHa, COOTBETCTBEHHO®,

[Ipu nmoctmxenuu 1eneil 0OpabOTKM MEPCOHATBHBIX TAaHHBIX, a TAKXKEe B CIlydae OT3bIBa
CyOBEKTOM MEepPCOHATBHBIX JaHHBIX COTJIACHs HA UX 00pabOTKy IMepCOHATBHBIC JaHHBIC TOJJICKAT
YHHUYTOXCHHUIO, CCITH

— HHOE HE TNPEAYCMOTPEHO OTOBOPOM, CTOPOHOHW KOTOPOIO, BBITOAOMpPUOOpETaTeNIeM
WY TIOPYYMTENIEM IO KOTOPOMY SIBJISIETCS] CYOBEKT IEePCOHANBHBIX JIaHHBIX;

— omepaTop He BIIpaBe OCYLIECTBIATh 00paboTKy Oe3 corjacus cyObeKTa MepcoHaTbHBIX
JTAHHBIX Ha OCHOBAaHMSX, MpeaycMoTpeHHbIX DenepanbHbiM 3aKk0HOM "O MepCOHANbHBIX JTaHHBIX"
WA MHBIMH (pesiepaTbHBIMHA 3aKOHAMH;

— HHOE HE NPEIYCMOTPEHO WHBIM COTJIAIIEHUEM MEXKIy OINEepaTopoM U CYOBEKTOM
NIEPCOHAIBHBIX JTaHHBIX.

Omneparop 00s13aH COOOIINUTh CYOBEKTY MEPCOHAIBHBIX JAHHBIX WM €r0 MPEICTABUTEIIO
uHpopMaLKI0 00 OCYIIECTBIAEMOH UM 00pabOTKE MEPCOHATBHBIX JAHHBIX TaKOro CyOBEKTa I10
3anpocy MocieIHero”.

Pexomennyercs  Bkmounth B [lomuTmKy — periaMeHT(b) — pearmpoBaHUs — Ha
3ampockl/00pamieHus: CyObEKTOB IEPCOHATBHBIX JAHHBIX U MX MPEJACTaBUTENICH, YITOTHOMOUYECHHBIX
OpraHoOB I10 NMOBOy HETOYHOCTH NMEPCOHANBHBIX JAHHBIX, HEPAaBOMEPHOCTH UX 00pabOTKH, OT3bIBA
cormacus M JOCTyna CyOBeKTa TIEpPCOHANBHBIX JaHHBIX K CBOMM JIaHHBIM, a TakKke

COOTBETCTBYIOITHE (POPMBI 3aIPOCOB/0OpaIICHUH.

3 KoHkpeTHas aTa (4UClo, MecsIl, TOMI) H OCHOBAHHME (YCIIOBHE), HACTYTUIEHHE KOTOPOTO MOBJEYET MpeKpalieHne 00paboTKU IepCOHATBHBIX AHHBIX.
4C1. 21 Ne 152-®3 «O nepcoHaNbHBIX JAHHBIX»
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